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1 Introduction  
This document describes the process for installing and configuring Ophios SVNIsapi on a single computer 

running Windows Server® 2003 or Windows Server 2008. 

We recommend that you read this entire document before beginning your installation. 

1.1 How to Use this Document  
This guide is divided into the following four sections:  

Introduction gives an ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇǊƻŎŜǎǎ ŀƴŘ ǘŜƭƭǎ ǿƘŀǘ ƛƴŦƻǊƳŀǘƛƻƴ ȅƻǳΩƭƭ ƴŜŜŘ ŘǳǊƛƴƎ 

the installation process.   

Preparing your computer for installation walks you through installing and configuring all prerequisite 

software, and setting necessary permissions.     

Installing and Configuring SVNIsapi walks you through installing and configuring SVNIsapi on your Serv-

er. The section includes procedures for determining whether your installation was successful, and for 

uninstalling SVNIsapi. 

1.2 Software Requirements  
This page lists the software required for running SVNIsapiΦ ¸ƻǳΩƭƭ ōŜ ƎǳƛŘŜŘ ǘƘǊƻǳƎƘ ƛƴǎǘŀƭƭŀǘƛƻƴ ǎǘŜǇǎ ŦƻǊ 

all of these prerequisites in a later section.  

Microsoft Windows Can be either Windows Server 2008 or higher, Windows Server 2003 with Service 

Pack 2 (SP2) or higher.  Itanium (IA64) or 64-Bit editions of Windows Server 2003/2008 are not sup-

ported by SVNIsapi.  

Internet Information Services (IIS) Versions 6.0 and 7.0 are supported. IIS provides a scalable Web ap-

plication infrastructure. 

Microsoft Core XML Services (MSXML) 6.0 Enables extended high-performance XML support for the 

Windows platform. MSXML6 has enhancements for security, performance, stability, and improvements 

in XSD 1.0 & XML 1.0 conformance as well as support for x64 and Itanium architectures.  

Microsoft CAPICOM 2.0 provides services that enable application developers to add encryp-

tion/decryption of data, authentication using digital certificates, and encoding to and decoding from 

Abstract Syntax Notation One (ASN.1) to their Windows-based applications. 

1.3 Compatibility  
The current version of SVNIsapi is compatible with Subversion 1.6 and lower.  
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1.4 Background  
This chapter gives some background information how SVNIsapi is integrated in the Windows Infrastruc-

ture. 

SVNIsapi is an IIS ISAPI Extension1 which enables the IIS server to handle HTTP protocol extensions. Sub-

version uses a subset of the WebDAV and DeltaV extensions to the HTTP protocol to synchronize a repo-

sitory with local working copies. SVNIsapi implements the required extended HTTP methods like LOCK, 

PROPFIND and links to the Subversion low-level API to handle repository requests. SVNIsapi is for IIS 

what mod_dav_svn is for the Apache webserver. 

To configure SVNIsapi with an existing Subversion repository, a wildcard application map2 must defined 

for the virtual directory which hosts the repository. Wildcard application maps could be defined for the 

entire website or for a specific virtual directory. An application map requires an application pool to be 

configured. Ophios recommends creating a new application pool to run SVNIsapi and not using the pre-

defined  DefaultAppPool application pool which is created during the installation of IIS.  

                                                           
1
 How to distinguish between ISAPI Filters and Extensions please refer to IIS Web Development SDK at 

http://msdn.microsoft.com/en-us/library/ms525945.aspx 
2
 For description of wildcard application maps refer to Installing Wildcard Application Mappings (IIS 6.0) 

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/5c5ae5e0-f4f9-44b0-a743-
f4c3a5ff68ec.mspx?mfr=true 

http://msdn.microsoft.com/en-us/library/ms525945.aspx
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/5c5ae5e0-f4f9-44b0-a743-f4c3a5ff68ec.mspx?mfr=true
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/5c5ae5e0-f4f9-44b0-a743-f4c3a5ff68ec.mspx?mfr=true
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2 Prerequisites  

2.1 Supported Platforms  
SVNIsapi is supported on the following platforms 

Windows Server 2003 with Service Pack 2 or higher  

Windows Server 2008 or higher  

Important 

Currently only 32bit versions of the above mentioned operating systems are supported. Support 

for 64bit Operating Systems are planned for a future release of SVNIsapi. 

SVNIsapi uses Registry-Free COM via Activation Contexts (Side-by-Side Assemblies, Sxs). Windows Server 

2003 prior to SP2 has various issues around that technology. Ophios recommends that the following 

hotfixes should be installed on a Windows Server 2003 SP2 system to avoid any problems: 

KB953876 http://support.microsoft.com/kb/953876 
  

2.2 Components 
The following prerequisites must be installed before installing SVNIsapi: 

Microsoft XML Parser 6.0  

(or later) 

http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bc

f-3bcf-4009-be21-27e85e1857b1&displaylang=en 

Note  

This component is only required on a Windows Server 2003 in-

stallation. 

Microsoft CAPICOM 2.0 http://www.microsoft.com/downloads/details.aspx?displaylang=en&F

amilyID=ca930018-4a66-4da6-a6c5-206df13af316 

IIS including W3SVC Service Via the Software Installation Control in the Windows Control Panel un-

der Windows Server 2003 or with the Windows Server 2008 Server 

Manager 

http://support.microsoft.com/kb/953876
http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bcf-3bcf-4009-be21-27e85e1857b1&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bcf-3bcf-4009-be21-27e85e1857b1&displaylang=en
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
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Ophios recommends installing a SVN client for Windows like TortoiseSVN or the plain binary distribution 

from Tigris. This helps to diagnose issues with existing repositories or enables the administrator to 

create new repositories if needed3.  

TortoiseSVN http://tortoisesvn.tigris.org/ 

Subversion binary distribution http://subversion.tigris.org/getting.html 

                                                           
3
 SVNIsapi is able to initialize (create) new Subversion repositories on the first access. This feature is called Create 

On Deploy and is controlled by the configuration setting CreateRepository. Refer to chapter 8.4.2 Behavioral set-
tings for details. 

http://tortoisesvn.tigris.org/
http://subversion.tigris.org/getting.html
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3 Preparing Your Computer for Installation   
Lƴ ǘƘƛǎ ǎŜŎǘƛƻƴ ȅƻǳΩƭƭ ǇǊŜǇŀǊŜ ȅƻǳǊ Ŝƴvironment by installing and configuring all software prerequisites, 

and then creating accounts and setting permissions.  

3.1 Windows Server 2003  

3.1.1 Install Critical Windows Updates  

Before installing SVNIsapi or its prerequisites, make sure you have installed the latest critical Windows 

updates from Microsoft.  

To install Windows updates 

1. Click Start, point to All Programs, and then click Windows Update. 

2. Follow the directions on the Windows Update site. 

3. If prompted, restart your computer. 

3.1.2 Enable Internet I nformation Services  

Microsoft Internet Information Services (IIS) provides a Web application infrastructure for hosting a 

Subversion repository. SVNIsapi is a plug-in for IIS which enables the access to a Subversion repository 

via  HTTP. 

To enable Internet Information Services 6.0 

1. Click Start, and then click Manage Your Server. 

2. In the Manage Your Server window, click Add or remove a role. 

3. In the Configure Your Server Wizard, click Next. 

4. Under Server Role, select Application server (IIS, ASP.NET), and then click Next. 

5. On Application Server Options click Next. 

6. On Summary of Selections, review the information and then click Next. You may be prompted 

to insert a Windows installation CD. 

7. On the Configure Your Server Wizard completion page, click Finish.  

3.1.3 Install Microsoft Core XML Services (MSXML) 6.0 

To install Microsoft XML Parser 6.0 
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1. Goto http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bcf-3bcf-4009-be21-

27e85e1857b1&displaylang=en and download the installation Package for MSXML6 

2. Install the downloaded package. 

Note  

You must be in the Administrators role to install MSXML6. 

3.1.4 Install Microsoft CAPICOM 2.0 

To install Microsoft CAPICOM 2.0 

1. Navigate to 

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-

4da6-a6c5-206df13af316 and download the installation Package for CAPICOM 2.0 

2. Install the downloaded package. 

Note  

You must be in the Administrators role to install CAPICOM 2.0. 

 

3.2 Windows Server 2008  

3.2.1 Install Critical Windows Updates  

Before installing SVNIsapi or its prerequisites, make sure you have installed the latest critical Windows 

updates from Microsoft.  

To install Windows updates 

1. Click Start, and then click Control Panel. 

2. Double click on Windows Update 

3. Click on Check for updates 

4. Follow the directions on the Windows Update application. 

5. If prompted, restart your computer. 

3.2.2 Enable and Configure Internet Information Services  

1. Start the Server Manager 

2. Select Roles 

http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bcf-3bcf-4009-be21-27e85e1857b1&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=993c0bcf-3bcf-4009-be21-27e85e1857b1&displaylang=en
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
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3. Click Add Roles 

 

4. If an explanation page is displayed, click Next 

5. On the Server Roles tab select Web Server (IIS) 

 

6. When the Add Roles Wizard will popup, click Add Required Features 

7. Click Next 

8. Click Next 

9. In the Select Role Services step, select the following additional Roles for IIS 

a. ISAPI Extensions, from Application Development 

b. Basic Authentication4, from Security 

c. Windows Authentication, from Security 

                                                           
4
 Almost all Subversion clients only support Basic Authentication for authenticating against a Subversion reposito-

ry. If Basic Authentication is used within a Extranet or Internet scenario, Ophios recommends using SSL to encrypt 
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10. Click Next 

11. Click Install 

12. Click Close 

3.2.3 Install Microsoft CAPICOM 2.0 

To install Microsoft CAPICOM 2.0 

1. Navigate to 

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-

4da6-a6c5-206df13af316 and download the installation Package for CAPICOM 2.0 

2. Install the downloaded package. 

Note  

You must be in the Administrators role to install CAPICOM 2.0. 

 

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=ca930018-4a66-4da6-a6c5-206df13af316
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4 Installation  

4.1 Windows Server 2003  
To install SVNIsapi on the computer double click the SVNIsapi.msi and follow the steps in the wizard. 

After a successful installation the SVNIsapi ISS extensions is still disabled for security reasons. To enable 

to extension module 

1. Click Start, and then click Run.. 

2. In the input box type: inetmgr 

3. Select Web Service Extensions 

4. Locate SVN Isapi Module from the list of registered extensions 

5. Click Allow 

6. Verify that a small green checkmark is displayed beside the SVN Isapi Module which indicates 

an allowed IIS extension 

As stated in the introduction, Ophios recommends creating a separate IIS Application Pool for every 

Subversion Repository hosted via SVNIsapi.  

To create a new Application Pool 

1. Right click the Application Pools tree node 

2. From the context menu select New and !ǇǇƭƛŎŀǘƛƻƴ tƻƻƭΧ 

3. In the Dialog specify a name for the new pool.  

4. Click Ok 

5. Right click the new application pool and select Properties from the context menu 

Caution 

Ensure that the new Application Pool is using the built-in NETWORK SERVICE account as 

its identity. 

6. Select Identity 

Verify that the Application Pool is using the predefined identity NETWORK SERVICE 
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7. Click Ok 

After the application pool has been created a new Virtual Directory or We Site must be configured with 

SVNIsapi to get the created license request, which must be sent to Ophios to receive a valid license for 

SVNIsapi. 

Please refer to the chapter 5.2 Adding a Subversion repository for configuring SVNIsapi with a Subver-

sion repository.  

4.2 Windows Server 2008  
To install SVNIsapi on the computer double click the SVNIsapi.msi and follow the steps in the wizard. 

As stated in the introduction, Ophios recommends creating a separate IIS Application Pool for every 

Subversion Repository hosted via SVNIsapi.  

To create a new Application Pool 

1. Click Start, and then click Run.. 

2. In the input box type: inetmgr 

3. Right click the Application Pools node and select Add Application PoolΧ from the context menu 

 

4.  In the Add Application Pool dialog, give the new application pool a name and select No Ma-

naged Code from the Combo Box beneath the .Net Framework Version label. 

5. Unselect the checkbox Start application pool immediately 
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6. Click Ok 

8. Click on  !ŘǾŀƴŎŜŘ ǎŜǘǘƛƴƎǎΧ  under Edit Application Pool on the right side of the Window 

Verify that the Application Pool is using the predefined identity NETWORK SERVICE 
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5 Configuration  
This chapter gives an explanation how to configure a Subversion repository to be hosted via SVNIsapi. 

The mentioned steps must be repeated every time a new repository shall be exported via SVNIsapi. 

5.1 Security  
The security model for SVNIsapi is divided into three distinct parts. At first the IIS process enforces an 

authentication of the user or allows anonymous access to the hosted data. SVNIsapi will do an imperso-

nation to the user authenticated by the IIS process. This could either be a distinct user or the 

IUSR_<computername> user id (with Windows Server 2008 this identity has been renamed to IUSR and 

is now a built-in security principle), which is used by IIS for web sites that allow anonymous access.  If 

the repository is enabled for anonymous write operations an empty string will set for the author proper-

ty for any change.  

The next level of the security infrastructure is the NTFS file system that stores the files that makeup a 

Subversion repository. The SVNIsapi module will try to read and write these repository files with the im-

personated identity provided by IIS. If that identity does not have appropriate access, operations on the 

repository will fail.   

The last level which is used to control the access to a repository is the authz file which is located in the 

directory named conf of every Subversion repository. The authz file specifies the access rules which shall 

be enforced inside Subversion for specific path or resource. A Subversion repository is a file system by 

itself and the authz file controls the access to the resource just like the ACL settings for a Windows NTFS 

file system. The support for the authz file is only enabled in the Professional version of SVNIsapi. 
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Figure 1 Security layers within SVNIsapi 

5.1.1 File system security  

All users which will have access to the repository must be able to write to the repository. SVNIsapi will 

impersonate to the logged on user. If no authentication is required (anonymous access) SVNIsapi will 

impersonate to the Internet Guest Account (IUSR_<computername>, IUSR)5. 

Security is enforced on the file system level. To ease the management of the access list for the reposito-

ry, Ophios recommends using a security group for each Subversion repository hosted by SVNIsapi.  The 

security group could either be a domain level group or a computer local group. 

The next steps will describe the steps to implement the access list with a security group located on the 

server (local group) hosting the Subversion repository6. 

Caution 

While changing the file system security for the directory where the Subversion repository is lo-

cated ensure that the NETWORK SEVICE identity7, which is used to run the Application Pool of 

SVNIsapi, has read access on that directory. 

1. Click Start, and then click Run.. 

2. In the input box type: lusrmgr.msc 

                                                           
5
 The impersonation could be disabled by setting the ImpersonateClient configuration directive to 0. Refer to chap-

ter 8.4.2 Behavioral settings for details. 
6
 For creating domain security groups, please refer to the Active Directory documentation 

7
 refer to chapter 4 Installation for how to configure the SVNIsapi Application Pool 

File system

NFTS Security layer

File system

Physical repository location

Internet Information Server

Authentication layer

SVNIsapi

Subversion Security
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3. Right click the node Groups in the tree and select bŜǿ DǊƻǳǇΧ from the context menu. 

4. Add a name for the new group. 

5. Add initial members by clicking the !ŘŘΧ button 

6. Click Create 

 

To manage the security settings for the repository navigate to the folder in the file system 

1. Open the context menu and select ά{ƘŀǊƛƴƎ ŀƴŘ {ŜŎǳǊƛǘȅΧέ. 

 

2. Open the tab Security. 
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3. /ƭƛŎƪ ǘƘŜ !ŘŘΧ ōǳǘǘƻƴ ǘƻ ŀŘŘ ŀ ƴŜǿ ǇǊƛƴŎƛǇŀƭ ǘƻ ǘƘŜ ƭƛǎǘ ƻŦ ƎǊƻǳǇ ŀƴŘ ǳǎŜǊ ƴŀƳŜǎΦ Lƴ ǘƘŜ Ři-

alog, type in the name of the created group and click the button Check Names. Ensure that 

the name is displayed in underlined text. 

 

4. Click OK. 

5. Click the Advanced button in the Security dialog 

6. Select the security group added in the step c. from the list Permission entries 

7. Click 9ŘƛǘΧ 

8. Enable the following privileges in the Permission Entry dialog by clicking on the checkbox 

beside the privilege name. 

Á Traverse Folder / Execute File 

Á List Folder / Read Data 

Á Read Attributes 

Á Read Extended Attributes 

Á Create File / Write Data 

Á Create Folders / Append Data 

Á Write Attributes 

Á Write Extended Attributes 

Á Delete Subfolders and Files8 

Á Read Permissions 

                                                           
8
 To protect the directory in which the repository files are stored, ensure that the Delete permission is not 

granted. 
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9. Click OK 

10. In the Advanced Security Settings dialog enable the checkbox Replace permission entries on 

all child objects with entries shown here that apply to child objects. 

11. Click OK 

12. Click Yes in the following Security dialog. 

 

13. Click OK to close the Security dialog. 

To disable write access to the repository for specific users , create a separate security group (e.g. 

SVNReaders) and remove the following privileges compared to the description above: 

Á Create File / Write Data 

Á Create Folders / Append Data 

Á Write Attributes 

Á Write Extended Attributes 

Á Delete Subfolders and Files 
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To effectively control the access on a repository Ophios recommends to create two separate security 

groups. One which allows write operations on the repository for the group members and another secu-

rity group which only allows read access. 

Important 

Please be aware of the fact the settings for the security group(s) control the access to the repo-

sitory globally. If users have write access on the physical repository files they can modify all 

items stored in the repository.  To control repository access on a finer level, SVNIsapi supports 

Item Level Security in the Professional version. Please refer to the next chapter about how to 

enable and configure Item Level Security. 

5.1.2 Item level access security 9 

Item Level Security allows the repository administrator to control the access to a repository on a fine 

grained level. As the name implies, Item Level Security allows the configuration of access control lists 

(ACLs) per repository item. A repository item can be a directory (collection) or a file item. ACLs defined 

on a directory will inherit their settings to all children, if not overwritten by a child item. 

Caution 

In the current version SVNIsapi does not monitor changes on the authz files in the repositories. 

So if an authz file has been changed, the application pool used to run the SVNIsapi module for 

the affected repository must be recycled to load the new settings. 

¦ƴŘŜǊ ƴƻǊƳŀƭ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ƛǘΩǎ ǎǳfficient that everybody who has access to a repository is allowed to 

change that repository. SVNIsapi will use the user name which is present after an authentication at IIS  

as the author for changes to the repository items. If the repository could be changed without any au-

thentication (anonymous) the username which is recorded into the repository is left blank.  

It's also possible, however, to define finer-grained access rules. One set of users may have permission to 

write to a certain directory in the repository, but not others; another directory might not even be read-

able by all but a few special people. 

For every repository SVNIsapi searches for a file called authz in the folder conf in the file system directo-

ry of the repository. This file is created by svnadmin during the initialization of a new repository.  Nor-

mally this file is used by the svnserve service, which serves a Subversion repository via the svn: protocol. 

                                                           
9
 (Collins-Sussman, Fitzpatrick, & Pilato, 2008) 
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The syntax of the file is the same in the runtime configuration files of Subversion. Lines that start with a 

hash (#) are ignored. In its simplest form, each section names a path, and the authenticated usernames 

are the option names within each section. The value of each option describes the user's level of access 

to the repository path: either r (read-only) or rw (read-write). If the user is not mentioned at all, no 

access is allowed.  

Note  

To verify a authz file the Subversion binary distribution provides the program svnauthz -

validate.exe . The program loads a specified authz file and verifies the syntax. 

In contrast to the authz file used by svnserve, SVNIsapi does not use a repository name, because a sepa-

rate authz file is used for every single repository.  The specification of the repository name in configura-

tion section name must therefore be omitted. 

Caution 

For security reasons, by default nobody has any access to the repository at all, if an authz file is 

present and the file has no rules defined. This is the case for newly created repository. To disa-

ble item level security remove the file or at least you'll probably want to give read permission to 

all users at the root of the repository. You can do this by using the asterisk variable (*), which 

means all users: 

[/]  

*  = r  

The asterisk variable is the only pattern which matches an anonymous user. If you've configured your 

server block to allow a mixture of anonymous and authenticated access, all users start out accessing 

anonymously10. The SVNIsapi looks for a * value defined for the path being accessed; if it can't find one, 

then it demands real authentication from the client. 

In the following example harry has read/write access to a path /branches/calc/bug-142, whereas sally 

only has read access to that path. Access is forbidden for all other users. 

[/branches/calc/bug - 142]  

harry = rw  

sally = r   

                                                           
10

 For details about how SVNIsapi handles anonymous access to the repository refer to chapter 5.1.3 Anonymous 
Access 
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The authz file format allows inheritance for access definitions. That means that we can specify a subdi-

rectory with a different access policy for Sally: 

[/branches/calc/bug - 142]  

harry = rw  

sally = r  

# give sally write access only to the 'testing ' subdir  

[calc:/branches/calc/bug - 142/testing]  

sally = rw  

Now Sally can write to the testing subdirectory of the branch, but can still only read other parts. Harry, 

meanwhile, continues to have complete read-write access to the whole branch. 

It's also possible to explicitly deny permission to someone via inheritance rules, by setting the username 

variable to nothing: 

[/branches/calc/bug - 142]  

harry = rw  

sally = r  

[/branches/calc/bug - 142/secret]  

harry =  

In this example, Harry has read-write access to the entire bug-142 tree, but has absolutely no access at 

all to the secret subdirectory within it. 

The access file also allows you to define whole groups of users, much like the Unix /etc/group file: 

[groups]  

calc - developers = harry, sally, joe  

paint - developers = frank, sally, jane  

everyone = harry, sally, joe, frank, sally, jane  

DǊƻǳǇǎ Ŏŀƴ ōŜ ƎǊŀƴǘŜŘ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ Ƨǳǎǘ ƭƛƪŜ ǳǎŜǊǎΦ 5ƛǎǘƛƴƎǳƛǎƘ ǘƘŜƳ ǿƛǘƘ ŀƴ άŀǘέ όϪύ ǇǊŜŦƛȄΥ 

[/projects/calc]  

@calc - developers = rw  

[/projects/paint]  

@paint - developers = rw  

jane = r  

Groups can also be defined to contain other groups: 

[groups]  

calc - developers = harry, sally, joe  

paint - developers = frank, sally, jane  

everyone = @calc - developers, @paint - developers  

Important 



 

C
h

ap
te

r:
 C

o
n

fi
gu

ra
ti

o
n

 

23 

 

The thing to remember is that the most specific path always matches first. SVNIsapi tries to 

match the path itself, and then the parent of the path, then the parent of that, and so on. The 

net effect is that mentioning a specific path in the access file will always override any permission 

inherited from parent directories. 

If item level security is enabled, SVNIsapi will filter out any resource on which the current user has no 

access. 

5.1.3 Anonymous Access 

SVNIsapi provides an easy way to share a repository anonymously for read access but having an authen-

tication done if write access is needed. SVNIsapi automatically requests an authentication by sending a 

HTTP Unauthorized reply (HTTP Code 401) to a client if the connected user tries to modify the reposito-

ry. This is done in background and no manual configuration is needed. To disable this behavior change 

the EnforceValidUserOnWrite  configuration setting. Refer to chapter 8.4.2 how to archive this. 

The only thing to configure is to enable anonymous access on the IIS Web Site or Virtual Directory host-

ing the Subversion repository11. The selection of the authentication methods will determine how a con-

necting client will be able to authenticate itself against the server.  

 Important  

Currently almost all Subversion clients only support Basic Authentication and not the more se-

cure and convenient Integrated Windows Authentication. Please verify that you select (enable) 

the required authentication methods which are supported by the used Subversion clients. 

5.1.3.1 Windows Server 2003 

To enable anonymous access12 

1. To start the Internet Information Services Manager (inetmgr) Click Start, and then click Run.. 

2. In the input box type: inetmgr 

3. Right click on the Web Site or Virtual Directory hosting the repository and select Properties from 

the context menu 

                                                           
11

 Please be aware of the fact that if anonymous access is enabled for a repository no user will authenticated at 
first, i.e. the anonymous setting has precedence over all other authentication methods enabled. The other enabled 
authentication methods define the possible authentication schemes allowed for the repository (URL). So if ano-
nymous access is enabled and only Integrated Windows Authentication (IWA) is allowed for an authentication, all 
clients must support IWA to successfully authenticate against IIS and issue a write operation on the repository. 
12

 By default all Web Sites and Virtual Directories have anonymous access enabled. 
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4. Select tab Directory Security 

 

5. Click the 9ŘƛǘΧ button in the section Authentication and access control 

6. Enable the checkbox Enable anonymous access 

 

Caution 

By default the identity to be used by IIS with an anonymous access scenario is named 

IUSR_<computername>. If this identity is changed in this dialog, ensure that the used 

account has read access to the file system directory where the repository is physically 

stored.  

7. Select the authentication methods that IIS will provide for clients doing an authentication.  

Note  

Currently none of the Subversion clients available for Windows is capable of doing Inte-

grated Windows Authentication (IWA). So the only option is to use Basic authentication. 
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Important 

Ophios recommends adding SSL support to the Web Site hosting a Subversion repository 

which is available via Internet or an Extranet network and the authentication schema is 

Basic authentication. Please refer to the Microsoft Technet documentation for IIS how 

to configure SSL. 

8. Click OK 

9. Click OK  

5.1.3.2 Windows Server 2008 

To enable anonymous access13 

1. To start the Internet Information Services Manager (inetmgr) Click Start, and then click Run.. 

2. In the input box type: inetmgr 

3. Select the Web Site or Virtual Directory hosting the repository and click on the icon named Au-

thentication 

4. Select Anonymous Authentication from the list 

5. Click on Enable from the Actions list on the right side in the Window  

5.2 Adding a Subversion repository  
This chapter implies that either a repository already exists or that SVNIsapi is allowed to initialize the 

new repository on the first access (Create on Deploy feature). For how to create a new Subversion repo-

sitory manually refer to chapter 8.2. 

Caution 

                                                           
13

 By default all Web Sites and Virtual Directories have anonymous access enabled. 
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IIS6 might be configured using an ISAPI Filter called URLScan. URLScan filters incoming URLs be-

fore any other add-on is executed. The settings used with URLScan might interfere with SVNIsa-

pi. Ensure that the virtual path used to host a Subversion repository via SVNIsapi is excluded 

from the URLScan configuration. 

IIS7 contains an efficient URL filtering module. The default rules of this module typically inter-

fere with SVNIsapi. Disable the URL filtering module for the virtual path for which SVNIsapi is 

configured. Refer to chapter 8.2 for a quick description how to remove the Request Filtering 

Module. 

 

5.2.1 Simple hosting  model  

To host a Subversion directory with SVNIsapi the ISAPI module must be configured for the Virtual Direc-

tory or Web Site which exports the physical directory of the repository. 

To configure a Subversion repository for SVNIsapi 

1. If not done, create a new repository in a (physical) directory in the file system14.  If a repository 

already exists, e.g. from a Unix/Apache installation, it can be used directly and copied to the 

new hosting location. But be aware of the fact that the Subversion revision, which created the 

existing repository, must match the Subversion release used by SVNIsapi. If the revisions do not 

match, a corrupted repository could be the consequence. In fact Subversion is only backward 

compatible, i.e. a repository created for Subversion 1.4 could be managed by the Subversion 1.5 

runtime version. It is not possible to manage a Subversion 1.6 repository with the Subversion 1.5 

core. 

2. Ensure that all users have appropriate access to the repository. Please refer to chapter Security 

for an explanation of the Security model of SVNIsapi and the options to configure them. 

3. Decide if item level access security is needed. If not, delete or rename the authz file from the 

conf directory15. 

Caution 

As stated in the chapter Item level access security, SVNIsapi looks for a file authz in the 

conf folder of the repository. If these files exists and has no rules defined (default set-

ting) access is locked to the repository. To disable item level access security, rename or 

                                                           
14

 For how to create a new repository refer to chapter 8.3 in the Appendix. 
15

 Another option is to globally disable the Item level security feature by setting the EnableItemLevelSecurity op-
tion in the registry; refer to chapter 8.4.2 for details. 



 

C
h

ap
te

r:
 C

o
n

fi
gu

ra
ti

o
n

 

27 

 

remove that file. Or define a wildcard rule for the top-ƭŜǾŜƭ όǊƻƻǘύ ŘƛǊŜŎǘƻǊȅ ΨκΩΦ If the re-

pository is initialized via Create on Deploy SVNIsapi will rename the authz file to _authz. 

4. Click Start, and then click wǳƴΧ 

5. In the input box type: inetmgr 

Important 

Before configuring a Web Site or Virtual Directory with SVNIsapi, ensure that the module is in 

the list of the allowed Web Service Extensions of IIS. Refer to chapter 4.2 how to add SVNIsapi to 

the list of allowed extensions. 

The next steps depend on via which IIS item you want to host the Subversion Repository: via a WebSite 

(as top-level directory) or via a Virtual Directory inside a WebSite. 

5.2.1.1 Hosting via a WebSite 

5.2.1.1.1 Windows Server 2003 

To host a Subversion repository via a Web Site 

1. To create a new WebSite, right click on the Web Sites tree node in the management application. 

Select New and then ²Ŝō {ƛǘŜΧ 

2. In the initial wizard screen click Next 

3. Type the name of the new WebSite in the Description text box. 

4. Click Next 

5. Fill in the necessary IP address, Port settings and the Host header. 

6. Click Next 

7. Fill in the path to the root directory of the new WebSite. In this scenario this directory will be in 

fact the directory in the file system which contains the Subversion repository created earlier. 

Decide if want to allow anonymous access to the Subversion repository. 

8. Click Next 

9. In the Web Site Access Permission step click Next 

10. Click Finish 
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After the Web Site has been created, the SVNIsapi module must be configured as wildcard application 

mapping for that Web Site. 

1. Right click the new Web Site and select Properties from the context menu. 

2. Select the Home Directory tab 

3. Click the button ConfigurŀǘƛƻƴΧ  

4. Click the LƴǎŜǊǘΧ button in the Wildcard application maps section 

 

5. In the dialog click the .ǊƻǿǎŜΧ button to locate the SVNIsapi.dll. If the installation of SVNIsapi 

has been done with default settings the SVNIsapi.dll can be found in the  

c:\Program Files\Ophios\SVNIsapi16 folder. 

6. Ensure that the checkbox Verfiy that file exists is disabled.  

 

7. Click OK 

8. Click OK 

9. Click OK 

5.2.1.1.2 Windows Server 2008 

To host a Subversion repository via a Web Site 

                                                           
16

 The name of the Program Files folder depends on the localization of Windows Server. For a German localization 
the path is C:\Programme\Ophios\SVNIsapi 
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1. To create a new Web Site, right click on the Sites tree node in the management application. Add 

²Ŝō {ƛǘŜΧ 

2. Enter a Site name 

3. Click {ŜƭŜŎǘΧ to select an application pool to be used with the new Site. Ophios recommends 

using a new application pool for every Subversion repository hosted via SVNIsapi. 

4. Select the Physical path either by typing the complete path to the physical directory of the Sub-

version repository or by clicking the Χ ōǳǘǘƻƴ and using the Browse For Folder dialog.  

5. For security reasons it is advisable to uncheck Start Web site immediately 

6. Click Ok 

7. Select the newly created site 

8. Double-click the Handler Mappings icon 

9. Select Add Module MappingΧ from the Actions list on left side of the window  

10. In the Add Module Mapping dialog insert a * (star) for the Request path. 

11. Select IsapiModule from the Module drop-down list 

12. In the dialog click the Χ button to locate the SVNIsapi.dll. If the installation of SVNIsapi has been 

done with default settings the SVNIsapi.dll can be found in the  

c:\Program Files\Ophios\SVNIsapi17 folder. 

13. Insert an arbitrary, but unique, name in the Name input field 

14. Click Ok 

                                                           
17

 The name of the Program Files folder depends on the localization of Windows Server. For a German localization 
the path is C:\Programme\Ophios\SVNIsapi 
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15. In the next dialog click Yes to add the SVNIsapi.dll to the list of allowed ISAPI extensions. 

16. To start the Web Site right click the site, point to Manage Web Site and click Start 

17. To verify the configuration, open a browser an navigate to the new Site Url with a query para-

meter ?status. Example: http://localhost:8080/?status. On success the SVNIsapi status page will 

be displayed. 

5.2.1.2 Hosting via a Virtual Directory  

5.2.1.2.1 Windows Server 2003 

To host a Subversion repository via a virtual directory 

1. If you are not in the Internet Information Services Manager, start it by clicking the Windows 

Start button, select wǳƴΧ and type inetmgr, hit Return 

2. Open the tree node of the Web Site which shall host the Subversion. 

3. Right click the Web Site node or a Virtual Directory and select bŜǿ Ҕ ±ƛǊǘǳŀƭ 5ƛǊŜŎǘƻǊȅΧ from 

the context menu 

4. Click Next 

5. Type the name of the new Virtual Directory 

6. Click Next 

7. Select the physical directory which shall be exported by the Virtual Directory instance either by 

manually typing the fully qualified path in the file system or by clicking the .ǊƻǿǎŜΧ button and 

selecting the directory from the shown dialog. 

http://localhost:8080/?status
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8. Click Next 

9. In the Virtual Directory Access Permission step click Next 

10. Click Finish 

After the Virtual Directory has been created, the SVNIsapi module must be configured as wildcard appli-

cation mapping. 

1. Right click the new Virtual Directory and select Properties from the context menu. 

2. Select the Virtual Directory tab 

3. Click the Create button to create a new Web Application 

4. Select the application pool for that Subversion repository using the dropdown list box beside the 

label Application pool. 

5. Click the button /ƻƴŦƛƎǳǊŀǘƛƻƴΧ  

6. Click the LƴǎŜǊǘΧ button in the Wildcard application maps section 

 

7. In the dialog click the .ǊƻǿǎŜΧ button to locate the SVNIsapi.dll. If the installation of SVNIsapi 

has been done with default settings the SVNIsapi.dll can be found in the  

c:\Program Files\Ophios\SVNIsapi18 folder. 

8. Ensure that the checkbox Verfiy that file exists is disabled.   

                                                           
18

 The name of the Program Files folder depends on the localization of Windows Server instance. For a German 
localization the path is C:\Programme\Ophios\SVNIsapi 
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9. Click OK 

10. Click OK 

5.2.1.2.2 Windows Server 2008 

To host a Subversion repository via a virtual directory 

1. If you are not in the Internet Information Services Manager, start it by clicking the Windows 

Start button, select wǳƴΧ and type inetmgr, hit Return 

2. Open the tree node of the Web Site which shall host the Subversion. Either right click the Web 

Site node or a (virtual) directory beneath the Site node and select !ŘŘ !ǇǇƭƛŎŀǘƛƻƴΧ from the 

context menu. 

3. Enter an Alias 

4. Click {ŜƭŜŎǘΧ to select an application pool to be used with the new Site. Ophios recommends 

using a new application pool for every Subversion repository hosted via SVNIsapi. 

5. For the Physical path Select the (physical) directory which shall be exported by the Application 

instance either by manually typing the fully qualified path in the file system or by clicking the Χ 

button and selecting the directory from the shown dialog. 

6. Click Ok 

After the Application has been created, the SVNIsapi module must be configured as wildcard application 

mapping. 

1. Select the new application from the tree in the Window 

2. Double-click the Handler Mappings icon 

3. Select Add Module MappingΧ from the Actions list on left side of the window  

4. In the Add Module Mapping dialog insert a * (star) for the Request path. 

5. Select IsapiModule from the Module drop-down list 
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6. In the dialog click the Χ button to locate the SVNIsapi.dll. If the installation of SVNIsapi has been 

done with default settings the SVNIsapi.dll can be found in the  

c:\Program Files\Ophios\SVNIsapi19 folder. 

7. Insert an arbitrary, but unique, name in the Name input field 

8. Click Ok 

 

9. In the next dialog click Yes to add the SVNIsapi.dll to the list of allowed ISAPI extensions. 

10. To start the Web Site right click the site, point to Manage Web Site and click Start 

11. To verify the configuration, open a browser an navigate to the new Application Url with a query 

parameter ?status. Example: http://localhost/svn?status. On success the SVNIsapi status page 

will be displayed. 

5.2.2 Advanced hosting   model  

SVNIsapi is able to serve multiple Subversion repositories from one base directory. To configure ad-

vanced hosting create a directory where the various Subversion repositories will be stored in subdirecto-

ries. Configure this physical directory as a WebSite or Virtual Directory as described in the former chap-

ter. Ensure that the base directory is readable by every user will shall have access later on the Subver-

sion repositories (Refer to chapter Security about the SVNIsapi security model).  

After these steps an arbitrary number of subdirectories can be created in the base directory in which the 

Subversion repository data will be saved. The URLs to the repositories hosted via the advanced model 

                                                           
19

 The name of the Program Files folder depends on the localization of Windows Server. For a German localization 
the path is C:\Programme\Ophios\SVNIsapi 

http://localhost/svn?status
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are a combination of the base directory plus the subdirectory name where the Subversion repository is 

located. 

As easy it is to handle multiple Subversion repositories with the advanced hosting model, a problem 

could be the limitation to a single point where the authentication for the users is done (PEP, Policy En-

forcement Point). The IIS will handle authentication and authorization at the base directory. This will 

prevent the usage of different authentication schemes for the Subversion repositories.  

So if different authentication schemes must be supported, only the simple hosting strategy can be used, 

because each Subversion repository has a single entry point where the IIS could handle authentication 

and authorization. 
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6 Licensing  
SVNIsapi uses a signed XML document as its license. The license file must be named SVNIsapiLicense.lic 

and has to be stored in the same directory as the SVNIsapi.dll file.  

During startup, and on a regular base during runtime, SVNIsapi will verify the license file signature and 

the settings therein. If the license file is invalid or for example the maximum number of hosted Subver-

sion repositories is reached, SVNIsapi will stop working immediately and write a message to the Win-

dows Eventlog regarding a license violation. 

During installation SVNIsapi will create a so called license-request. Beside the information about SVNI-

sapi itself (product name, version number) the most vital part of the request document is the ServerId. 

The ServerId is a MD5 hash code of the Windows Computer SID (Machine SID). The machine SID indenti-

fies a single Windows Operating System instance (beginning from Windows NT 4.0) uniquely. 

Each SVNIsapi license is bound to a single server system. If SVNIsapi will be installed on different servers 

(including virtual machine instances), or an installation must be moved off to another computer, a new 

license must be obtained from Ophios.  

To request a license from Ophios open a web browser and navigate to the SVNIsapi status page. The 

status page can be reached via an arbitrary IIS WebSite or Virtual Directory for which SVNIsapi is confi-

ƎǳǊŜŘ ŀǎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭŘŎŀǊŘ ƳŀǇǇƛƴƎΦ LǘΩǎ ƴƻǘ ƴŜŎŜǎǎŀǊȅ ǘƘŀǘ ŀ {ǳōǾŜǊǎƛƻƴ ǊŜǇƻǎƛǘƻǊȅ ŎƻƴŦƛƎǳǊŜŘ ŀǘ 

that location.  

 

Figure 2 SVNIsapi Status Page 
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The URL to the status page is a combination of the URL to IIS WebSite (or Virtual Directory) plus Ψ?sta-

tusΩ. 

Example: 

http://subversion.local.org/svn?status 

In the status page the License Request can be copied into a text document using Windows Notepad for 

example. Save the License Request and send it via email to licenses@svnisapi.com. Ophios will send you 

the required license file in ZIP file. Extract the ZIP file in the SVNIsapi installation directory and verify that 

the file is named SVNIsapiLincese.lic.  

To activate the license recycle all IIS Application Pools which host Web Sites that contain an application 

map for SVNIsapi or simply issue an iisreset on the Windows command line. 

http://subversion.local.org/svn?status
mailto:licenses@svnisapi.com
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7 Web Front -End 

7.1 Introduction  
SVNIsapi provides a web front-end to browse through the contents of a Subversion repository. In the 

current version, manipulation of the repository, like adding or changing resources, or modifying any 

property is not supported. Nevertheless the web front-end is an easy way to download single resources 

from a Subversion repository. 

To open the Web-Front end for a repository, start an arbitrary Web Browser on the client machine. The 

path to the repository depends on the setup used while configuring a Subversion repository for SVNIsa-

pi. Refer to chapter Adding a Subversion repository for valid options. 

For brevity of the following example the Subversion repository is hosted on the Server with name svn 

and the repository itself is configured via an server called insttest. The URL to the repository will then 

be: http://insttest/svn. If you know the exact path inside the repository to a resource, append the path 

to repository URL. 

The following screen shot shows the directory of the project HttpSend. The directory name (HttpSend) is 

appended to repository URL (http://insttest/svn/HttpSend). 

 

Figure 3 SVNIsapi Web Front End 

http://insttest/svn
http://insttest/svn
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The SVNIsapi Web Front End will show the repository URL at the top of the page. The path inside the 

repository is displayed over the resource table. In addition the number of resources and the currently 

selected revision is shown on the page. 

To change the current directory either click the hyperlink Parent or a directory name from the resources 

list. 

If you select a file name, the file will be downloaded from the repository and displayed in the browser. 

To disconnect from the repository you can leave to another URL or simply close the browser. 

7.2 Customization  
Starting with Version 1.1 the Web-Front End could be customized by creating XSLT files which will be 

used to transform the internal XML representation of Subversion data into a displayable HTML page. 

The custom XSLT file must be copied into the Transforms folder in the SVNIsapi installation directory. 

Each XSLT file must be named like <DocumentElement>.xslt to transform a specific XML Document. For 

example to transform a Subversion folder contents to HTML create a valid XSLT file named SVNCon-

tent.xslt  in the Transforms  folder. 

The following table lists the XML document elements, their namespaces and its purpose:   

Document Element Namespace Purpose 

SVNContent  urn:ophios.com:products:svnisapi:content:2008:08:01 The SVNContent ele-

ment describes the 

content of a specific 

folder in a Subversion 

repository. 

SVNChangeSet  urn:ophios.com:products:svnisapi:changeset:2010:03:22 The SVNChangeSet 

element describes a 

Subversion changeset 

based on a specific 

revision. 

To make customization easier all relevant XML schema files could be found in the Schema folder in the 

SVNIsapi installation directory. 
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8 Appendix  

8.1 Troubleshooting  

Symptom Solutions 

Unable to list repository contents Recycle IIS Application Pool which hosts the SVNI-

sapi module of the affected repository 

Unable to authenticate against a repository Ensure that Basic Authentication is installed and 

configured for the repository at a minimum. Refer 

to chapter 5.1. 

Unable to add contents (write) to a repository Á ±ŜǊƛŦȅ ǘƘŀǘ ȅƻǳΩǊŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ όƭƻƎƎŜŘ ƛƴύ 

Á Verify that the security settings for the filesy-

tem directory allow the user to write to reposi-

tory. Refer to chapter 5.1.1. 

Á If the repository uses item level access security 

verify that the user is listed in the authz file of 

the affected repository and the assigned 

access allows him to write to the repository. 

Refer to chapter 5.1.2. 

Unable to modify revision properties, like the log 

message for an entry. 

Ensure that a hook script for the Pre-Revprop 

Change event is present in the hooks directory of 

the repository. A simple hooks script is included in 

this document in chapter 9.1. 

Unable to check-in items into a Subversion repo-

sitory. The Subversion client reports 404 not 

found. 

Ensure that no URL filtering module is present on 

the virtual path where SVNIsapi is configured. 

8.2 Removing the IIS7 Request Filtering Module  
The Request Filtering module is a rule based URL filter for preventing attacks on an IIS7 Server instance. 

Request Filtering is a built-in security feature that was introduced in Internet Information Services (IIS) 

7.0, and replaces much of the functionality that was available through the UrlScan add-on for IIS 6.0. 

UrlScan, a security tool, was provided as an add-on to earlier versions of Internet Information Services 

(IIS) so administrators could enforce tighter security policies on their Web servers. The default installa-

tion of IIS 7.0 includes the Request Filtering role service. 
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Unfortunately the module might interfere with SVNIsapi, which for example result in broken check-in 

transactions.  A typical indication that the Request Filtering Module prevented a HTTP operation is a 

HTTP return status code of 404 with a substatus listed in the following table: 

HTTP Substatus Description 
404.5  URL Sequence Denied 
404.6  Verb Denied 
404.7  File Extension Denied 
404.8  Hidden Namespace 
404.10  Request Header Too Long 
404.11  URL Double Escaped 
404.12  URL Has High Bit Chars 
404.13  Content Length Too Large 
404.14  URL Too Long 
404.15  Query String Too Long 

 

The following picture shows a HTTP 404 error page while trying to download a .java  File from a Sub-

version Repository when the Request Filtering module is enabled. 

 

The following chapter describes the actions to take to modify the Request Filtering Module configura-

tion for the virtual path for which SVNIsapi is configured. The steps in this section require that you install 

the Microsoft Administration Pack for IIS 7.0, which includes a user interface for request filtering. If the 

IIS Administration Pack is not available, one can completely remove the Request Filtering Module from 

the virtual path or change the web.config file for the virtual path; refer to chapter 8.2.2 for description 

how to achieve this. 

8.2.1 Using the IIS Administration Pack  

Note  

If the Request Filtering Module settings could not be changed, verify that the Feature Delegation 

enables Read/Write access on the configuration settings.  

This chapter describes the steps to reconfigure the IIS7 Request Filtering Module to work with SVNIsapi. 

1. If you are not in the Internet Information Services Manager, start it by clicking the Windows 

Start button, select wǳƴΧ and type inetmgr, hit Return 
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2. Navigate to a Web Site or Virtual Directory (Application) which hosts a Subversion Repository via 

SVNIsapi. For the sake of brevity this example uses a Virtual Directory named svn  just beneath 

the Default Web Site . 

 

3. Double click Request Filtering 

4. Select Edit CŜŀǘǳǊŜ {ŜǘǘƛƴƎǎΧ from the Actions lists on the left side of the window 

5. Verify that the following settings are enabled 

 

6. Click Ok 
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7. Verify that all tabs File Name Extensions, Hidden Segments, URL, HTTP Verbs, Headers do not 

contain any entries. If entries are present, remove them entirely. 

8. Close the Internet Information Services Manager 

8.2.2 Removing the Request Filtering Module  

This chapter describes how to remove the Request Filtering Module from a virtual path using SVNIsapi. 

1. If you are not in the Internet Information Services Manager, start it by clicking the Windows 

Start button, select wǳƴΧ and type inetmgr, hit Return 

2. Click on the Server Root node just beneath the node Start Page 

 

3.  Double click on Modules 

4. Right click on RequestFilteringModule and select Unlock from the context menu 

 

5. Navigate to a Web Site or Virtual Directory (Application) which hosts a Subversion Repository via 

SVNIsapi. This example uses a Virtual Directory named svn  just beneath the Default Web 

Site . 
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6. Double click on Modules 

7. Right click on RequestFilteringModule and select Remove from the context menu 

 

8. Close the Internet Information Services Manager 

8.2.3 Modify web.config  

This chapter describes the steps to modify the web.config configuration file for a virtual path hosting a 

Subversion repository via SVNIsapi. 

1. Navigate to the physical directory of the virtual path using SVNIsapi. This could be done either 

via the Windows Explorer or by using the Explore action from the context menu of the Virtual 

Path or WebSite inside the Internet Information Services Manager. 

2. Open the file web.config with an text editor like Notepad 
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3. Add the following code snippet  just after the <security>  element. The <requestFi l-

tering > element is already present in the file change the contents according to the snippet. 

<requestFiltering allowDoubleEscaping="true"  

                  allowHighBitCharacters="true">  

<hiddenSegments>  

       <remove segment="web.config" />  

      </hiddenSegm ents>  

      <verbs allowUnlisted="true">  

      </verbs>  

      <fileExtensions allowUnlisted="true">  

</fileExtensions>  

</requestFiltering>  

4. Save the web.config file 

8.3 Creating a Subversion repository  
Although SVNIsapi is capable of creating Subversion repositories on the first access, this behavior some-

times not desirable and repositories shall be created manually by an administrator. This chapter de-

scribes the steps to create a new repository with the Subversion command line programs. These pro-

grams are distributed via the Subversion binary distribution from Tigris 

(http://subversion.tigris.org/getting.html).  

There are various utilities for the Windows platform which allows the management of Subversion repo-

sitories by using a convenient, dialog driven interface. To create a Subversion repository with one of 

these tools consult the delivered documentation. 

To create a new Subversion repository 

1. Start a Windows command line. Start it by clicking the Windows Start button, select wǳƴΧ and 

type cmd, hit Return 

2. Add the path to the Subversion binaries to the PATH environment variable. In this walkthrough 

the binaries are installed in c: \ Program Files \ svn - win32 - 1. 6.6 \ bin  

set PATH=%PATH%;"c: \ Program Files \ svn - win32 - 1. 6.6 \ bin"  

3. Change to the target directory. In this walkthrough the target directory is 

c: \ subversion \ repo1 . 

>cd c: \ subversion \ repo1  

4. Use the svnadmin  tool to create the new repository in the current directory. 

>svnadmin create .  

http://subversion.tigris.org/getting.html


 

C
h

ap
te

r:
 A

p
p

en
d

ix
 

45 

 

5. Close the command line by typing exit and hit Return 

>exit  

8.4 Configuration Settings  
This chapter gives an overview of the configuration settings supported by SVNisapi. All configuration is 

done via the Windows Registry. 

To modify the SVNIsapi configuration 

1. Start it by clicking the Windows Start button, select wǳƴΧ and type regedit, hit Return 

2. Within the tree view on the right side of the window navigate to 

HKEY_LOCAL_MACHINE\SOFTWARE\Ophios\SVNIsapi 

 

8.4.1 Logging 

In the registry tree beneath the key SVNIsapi the logging settings are grouped in a subkey called Log-

ging . If this key does not exist it has to be created first. 

Setting Description 

LogLevel  Type STRING 

Values SVNIsapi supports the following logging levels: 

DEBUG 

INFO 

WARN 

ERROR 
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FATAL 

All logging data is written to the Windows EventLog 

within the Application area. 

Default ERROR 

Usage Optional  

Effect Global  
 

  

8.4.2 Behavior al settings  

The settings described in this chapter influence the behavior of SVNIsapi, i.e. how SVNIsapi serves re-

quests under special conditions. If not stated otherwise all settings are located in the SVNIsapi key in the 

registry (HKEY_LOCAL_MACHINE\SOFTWARE\Ophios\SVNIsapi).  

Caution 

Please verify if a configuration setting affects SVNIsapi globally i.e. for all repositories hosted or 

if the setting affects the behavior for a single repository only. 

Setting Description 

EnforceValidUserOnWrite  Type DWORD 

Value 1 

SVNIsapi will verify that a valid user is imperso-

nated on the current thread if a transaction (write 

operation) is started on the Subversion repository. 

This will ensure that only users which are properly 

authenticated are allowed to issue write operation 

in the repository. 

Value 0 

SVNIsapi will allow anonymous write access to the 

repository. 

Default 1 

Usage Optional  

Effect Global  
 

EnableItemLeve lSecurity  Type DWORD 

Value  1 

SVNIsapi will honor the authz  file if present for the 
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current repository. This will enable item level secu-

rity for the repository. How to configure item level 

security and for the consequences please refer to 

chapter 5.1.2. This setting only has effect in the 

Professional version of SVNIsapi. 

Value 0 

Item level security is disabled for all repositories. 

Default 0 

Usage optional  

Effect Global  
 

ImpersonateClient  Type DWORD 

Value  1 

SVNIsapi will impersonate the current working 

thread to the logged in user. All actions on the re-

pository will be done using this user. Consequently 

the user name will show up in the logs of Subver-

sion. 

Value 0 

SVNIsapi will not impersonate the current working 

thread.  

Default 1 

Usage Optional  

Effect Global  
 

CreateRepository  Type DWORD 

Value  1 

SVNIsapi will create a new repository at directory 

location of the request if no repository is present 

and directory is empty. 

Value 0 

SVNIsapi will return an error to the client if a reposi-

tory does not exist at the requested location. 

Default 1 

Usage Optional  

Effect Global  
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9 Hook scripts  

9.1 Pre-Revprop Change 
@ECHO OFF 

 

set repository=%1  

set revision=%2  

set userName=%3  

set propertyName=%4  

set action=%5  

 

:: Only allow  the log message to be changed, but not author, etc.  

if /I not "%propertyName%" == "svn:log" goto ERROR_PROPNAME  

 

:: Only allow modification of a log message, not addition or deletion.  

if /I not "%action%" == "M" goto ERROR_ACTION  

 

:: Make sure that the ne w svn:log message is not empty.  

set bIsEmpty=true  

for /f "tokens=*" %%g in ('find /V ""') do (  

set bIsEmpty=false  

)  

if "%bIsEmpty%" == "true" goto ERROR_EMPTY  

 

goto :eof  

 

:ERROR_EMPTY 

echo Empty svn:log messages are not allowed. >&2  

goto ERROR_EXIT  

 

:ERROR_PROPNAME 

echo Only changes to svn:log messages are allowed. >&2  

goto ERROR_EXIT  

 

:ERROR_ACTION 

echo Only modifications to svn:log revision properties are allowed. >&2  

goto ERROR_EXIT  

 

:ERROR_EXIT 

exit /b 1  
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